HNuadopManmnoHHaa NaMATKA JAJIA O0YJYAIOIINXCA /I pa3dMelleHuA Ha
opunuanbHbIX NHTEpHET-pEcypcax

C KaxxApIM TOI0M MOJIOAEKU B HWHTEpHETEe CTAaHOBUTCA 6OJ'IbHIe, a IIKOJIBHUKHW - OJHU M3
caMbIX aKTHBHBIX II0JIb30BaTesIel PYHeTa. Me;my TE€EM, IIOMHMO OI'POMHOIO KOJIMYECTBA
BOSMO)KHOCTGIZ, HHTEPHET HECET 1 HpO6JI€MI>I. JTa maMsTKa AOJI2KHA IIOMOYb Tebe 6e301macHo
HaXOOUTBHCA B CETH.

KomnbrorepHble BUPYCHI

KoMmbioTepHBIN BUPYC - 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOTPAMM, OTIUYUTEIbHOU
0CODOEHHOCTHI0 KOTOPOU fIBJIETCA CIOCOOHOCTh K Pa3MHOXKEHUIO. B /I0MOJIHEHUE K 3TOMY,
BUPYCbl MOTYT IIOBPEAUTHh WU IIOJHOCTBIO YHUYTOXKUTH Bce Gailibl U JaHHBIE,
IIO/IKOHTPOJIBHBIE II0JIb30BATEN0, OT HMMEHU KOTOpOro Oblja 3amylleHa 3apask€éHHas
IIpOrpaMMa, a TakKe MOBPEeAUTh WU JlaXKe YHUUYTOKUTh OIEPAIMOHHYIO CUCTEMY CO BCEMU
daiinamu B niesioM. B 60IbIIMHCTBE cTydyaeB paclpOCTPAHAIOTCS BUPYCHI Yepe3 UHTEPHeT.

MeToapl 3aIIUTHI OT BPEJOHOCHBIX IPOTrPAMM:

1. HMcnonwp3yil coBpeMeHHbIe OIlepAllHOHHBIE CHCTEMBI, HMMEIOIINE CEPbE3HBIM YPOBEHDb
3aIUTHI OT BPEAOHOCHBIX TPOTPaMM;

2. IlocrosiHHO ycraHaBiuBaii mautd (1udpOBbBIE 3aIIaTKH, KOTOpPble aBTOMAaTHUYECKU
yCTaHABJIMBAKOTCA C IeJbl0 JOpabTKM IPOTpaMMbI) U JApyrHe OOHOBJIEHUsI CBOEH
omeparuoHHON cucteMbl. CkaunBall MX TOJIBKO ¢ OQUIIUaAIbHOTO caiita paspaborumka OC.
Eciu cyecTByeT pe;KuM aBTOMaTUYECKOTO OOHOBJIEHHU S, BKJIIOUH €T0;

3. Paborail Ha cBOEM KOMITBIOTEPE IO/ ITPABAaMHU I10JIb30BaTENSA, 4 HE aJIMUHUCTPATOPA. DTO
HE TII03BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX IPOrpaMM WHCTAJUTUPOBAThCA HA TBOEM
IIEPCOHAIBHOM KOMIIBIOTEDE;

4. Vcmonb3yd aHTUBUPYCHBIE HPOTPAMMHBIE IIPOAYKTHl W3BECTHBIX IMPOU3BOJUTENIEH, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3NYECKUH TOCTYyT K KOMIOBIOTEPY A1 IOCTOPOHHUX JIUIT;

6. Vcnosp3yll BHeITHUE HOCUTENNW MHMOpMaNuH, Takue Kak QJielka, AUCK Wwin (aii u3s
MHTEPHETAa, TOJIbKO U3 PO epeHHbIX UCTOYHUKOB;

7. He oTKpbIBail KOMNObloTepHbIe (aiiibl, OJTydeHHble U3 HEHA/IEKHBIX UCTOYHUKOB. [lake
Te (paiiyipl, KOTOpPbIe MPUCIAT TBOU 3HAKOMBIU. JIydllle yTOUHU y HETO, OTIIPABJIAJ JIU OH Tebe
UX.

Cetu WI-FI

Wi-Fi - 370 He B/l Ilepe/lauM JITaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIb OpeH/, Mapka. Eie B
1991 roAy HUjepJaH/cKas KoMIaHus 3apervcrpupoBaia 6pens; « WECA», yto o603HauaIo
ciioBocoueranue « Wireless Fidelity», koTopsiit nepeBoinTcs Kak «6eCIIpoBO/THAS TOUHOCTD».

Jlo Hamero BpeMeHH JoIIa Jpyras a00peBuaTrypa, KOTopas fABJseTCA TaKOU Ke
TexHosiorned. Ato abOpeBuarypa «Wi-Fi». Takoe HazBaHuWe OBLIO JaHO C HAMEKOM Ha
CTaHAPT BhICIINY 3BYKOBOU TexHUKU Hi-Fi, uTO B mepeBo/ie 03HAUAET «BHICOKAS TOYHOCTH».




Jla, OecrutaTHBII WHTEPHET-AOCTYII B Kade, OTeJAX U a’POIOPTax SBJSETCA OTIHYHOM
BO3MOXKHOCTBIO BBIXOJIa B MHTepHET. HO MHOTMe 5KCIEPTHI CUUTAIOT, UTO OOIIEI0CTYITHBIE
Wi-Fi cetu He ABIAI0TCH O€30IaCHBIMHU.

CogeTbl 110 6€30I1aCHOCTH paboTe B 00IIeI0CTYIHBIX ceTax Wi-fi:

1. He mepegaBaii cBor JudHyio nHGoOpManuoo yepes obimemoctynubie Wi-Fi cetu. Pabortas B
HUX, ’K€JIaTeJIbHO He BBOJAUTH MAPOJIH JOCTYIIa, IOTUHBI U KaKHe-TO HOMEpa;

2. Vcnosp3yih U OOHOBJIAN aHTHUBHUPYCHBIe MporpaMMmbl u OpanaMayep. Tem camMbIM ThbI
obe3omnacuIlb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu wucnosnpzoBanmu Wi-Fi orkmoun ¢yaknuio «O6muil moctyn k  Qaiiam u
npuHTepaMm». JlaHHaA QYHKIHA 3aKPBITA 110 YMOJTYAHUIO, OTHAKO HEKOTOPbIE T0JIb30BATEIN
AKTUBUPYIOT €€ JIJIs1 y100CTBa UCII0JIb30BaHUsA B paboTe Wi yuebe;

4. He ucnionpayit mybamunsiii WI-FI 114 iepe/iaun JTUYHBIX JAHHBIX, HATPUMED /I BBIXOAA
B COLIMAJIBHBIE CETH WJIU B 3JIEKTPOHHYIO IIOUTY;

5. Mconp3y# TosIbKO 3amuiieHHoe coenunenne uepe3 HTTPS, a e HTTP, T.e. mpu Habope
Beb-asipeca BBOAM UMeHHO «https://»;

6. B mobunbHOM TenedoHe oTkaoun GyHKIMIo «Ilogkmouenue k Wi-Fi aBTromarmyeckm».
He omyckaii aBTOMaTUYECKOTO MOAKIIOUEHUs ycTpolictBa K cersim Wi-Fi 6e3 TBoero
coryiacus.

ConuasibHbIE CEeTU

ConuasibHble CeTH aKTUBHO BXOJISIT B HAIIY KH3Hb, MHOTHE JIIOAU pabOTAOT U JKUBYT TaM
IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP/, YEJIOBEK, UTO SABJISETCS OJHOU
cebMOU BCeX JKUTesled IJIaHeThl. MHOTue MoJIb30BaTeId He IOHUMAIOT, YTO MHPOpMaIus,
pasMellieHHass UMH B COIIUAJIBHBIX CETAX, MOKET ObITh Hal/leHa U HCII0JIb30BaHA KEM YTOJTHO,
B TOM YHCJIe HE 00s3aTeIbHO ¢ 6J1ariMU HaMepeHHUsIMH.

OCHOBHBIE COBETHI 10 O€30IACHOCTH B COIMUAJIbHBIX CETAX!:

1. OrpaHuYb CHUCOK Jipy3ei. Y TebOsl B IPY3bsX HE JOIKHO OBITh CIyJYalHBIX U HE3HAKOMBIX
JII0EN;

2. 3amuIinan CBOIO 4acTHYIO *ku3Hb. He ykaspiBall maposiu, TesieOHBI, afpeca, 1aTy TBOEro
POXKJIeHUA U APYTYIO JINYHYI0 NHPOpMAIUIo. 3JI0yMBIIIEHHUKA MOTYT UCHOJIb30BaTh JAaKe
“H@OPMAIHIO O TOM, KaK Thl ¥ TBOU POJIUTEIH IJIAHUPYETEe MIPOBECTU KAHUKYJIBI;

3. 3amuInai CBOIO PeIyTanulio - IEPKHU €€ B UHCTOTE UM 3a/7jaBail cebe BOIIPOC: XOTeJ OBl ThI,
4TOOBI APYTHUE ITOJIb30BATEN BUIEJIH, UTO ThI 3arpyskaemrb? [logymari, mpex/e 4emM UTO-TO
OIyOJIMKOBATh, HAIIUCATH U 3aTPy3UTh;

4. Eciu Th1 TOBOpHIIb C JIIOJAbMHU, KOTOPBIX HE 3HACIIIb, HE HCHOHB3Yﬁ CBO€ pe€aJIbHOE UMA U
APYTYyI0 JINYHYIO I/IH(I)OpMaIII/II/IZ nMdA, MECTO XKUTEJIbCTBA, MECTO yqe6b1 U 11poyee;

5. M3berait pasmemenusa dororpaduii B IHTEpHETE, I7le ThI H300pa’keH Ha MECTHOCTHU, IO
KOTOPOU MOYKHO OIIPEIEIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpaniii B COIIMAJILHOM CETH HEOOXOAUMO HCIIOJIb30BaTh CJIOJKHBIE ITapOJIH,
cocrosIye u3 OykB 1 U@p U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;




7. JII conuasIbHOW CeTH, IMOYThI U JIDYTUX CAWTOB HEOOXOAUMO HCIIOJIb30BaTh Pa3HbIE
naposu. Torma eciu Tebsi B3JIOMAOT, TO 3JIOYMBIIUIEHHUKHA IIOJYYaT JIOCTYIl TOJIBKO K
OJTHOMY MECTY, a He BO BCe cpaay.

DJIeKTPOHHBIE JJ€HbI'U

DJIeKTPOHHBIE JIEHBIM — 5TO OYEeHb YJIOOHBIM crmocob IuIaTeXel, OJIHAKO CYyIIEeCTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST ITOJIYIUTh STHU JIEHbTH.

JJIEKTPOHHBIE JIEHbIW TOSBUJINCH COBCEM HENAaBHO W HWMEHHO H3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He MPOIMHCAHO PO HUX B 3aKOHAX.

B Poccun xe oHU (DYHKITMOHUPYIOT B O HUX Y?Ke IIPOIKUCAHO B 3aKOHE, I7ie UX Pas3zesisaioT Ha
HECKOJIbKO BHJIOB - aHOHUMHbIE I HE aHOHUMHBIE. Pa3HuUIIa B TOM, UTO aHOHUMHBIE - 3TO Te,
B KOTOPBIX paspellaeTcsi IPOBOJAUTH omepanuu 0e3 uJeHTHUKAIUHM I0Jb30BaTessd, a B
HEaHOHUMHBIX UJIeHTU(DUKAIIUY [T0JIb30BATENSA ABJISETC 005A3aTeTHbHOM.

Taxxe cienyeT pas3jadyaTh SJIEKTPOHHBIE (HUATHBIE JeHBI'W (pPaBHBI TOCY/IAPCTBEHHBIM
BJIIOTAM) U 3JIEKTPOHHBIE HeUATHBIE JIEHbTU (He paBHBI IT'OCY/IaPCTBEHHBIM BAJIIOTAM).

OcCHOBHBIE COBETHI 110 0e30macHOM paboTe ¢ 3JEeKTPOHHBIMU NeHbrAMU:

1. IlpuBsku K cuyeTy MOOWJIBHBIN TesedoH. ATO camMblii yZAOOHBIN M OBICTPBIA CIIOCOO
BOCCTAaHOBUTH JOCTYN K cueTy. [IpuBsi3aHHBIN TejedOH IMOMOKET, ecju 3a0yAellb CBOU
IUIaTEXKHBIU apoJIb WU 3al/Ielllb HA CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Vcnosbp3yit ogHOpa3oBble maposiu. Ilocsie mepexojia Ha YCHUJIEHHYIO aBTOPU3AIUIO Tebe
yKe He OyZleT yrpo’KaTh OMaCHOCTh KPaykKU WJIU IIepexBaTa IJIaTeXHOTO TapoJis;

3. Beibepu cyioxkHbIN naposib. [IpecTymHukaM OyeT He MPOCTO YraZaTh CJIOKHBIN MapOJIb.
HapnexxHple maposy — 3TO MapoJyiv, KOTOpbIe COAEPXKaT He MeHee 8 3HAKOB M BKJIIOYAIOT B
cebs CTPOUHBIE U TIPOIMUCHBIE OYKBBI, IU(MPHl U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK
nosnapa, pyHTa, BoCKIUIATe IbHBIN 3HaK U T.I. Hannpumep, StROng!;;

4. He BBOAY cBOM JINUHBIE JJAaHHBIE HA CalTaX, KOTOPHIM He JIOBEPSIEIIIb.
DJIeKTPOHHAA IIOYTa

OJIeKTPOHHAA MOYTA — 3TO TEXHOJIOTUSA U IIPEOCTaBJiseMble el0 YCIYTH IO Iepechlike U
MIOJIyYE€HHUIO 3JIEKTPOHHBIX COOOIIEHUM, KOTOPbIE PACIIPEIEIAIOTCA B KOMIIBIOTEPHON CETH.
OOBIUHO  BJIEKTPOHHBIM  TOYTOBBIA AWK  BBIVIAZUT  CJAEAYIOIUM  00pasom:
MMs_II0JIb30BaTeIA@UMsA_JIoOMeHa. Takke KpoMe Ilepefjlaud IPOCTOr0 TEKCTa, UMEETCHA
BO3MOXKHOCTD Ilepe/iaBaTh (pailyibl.

OcCHOBHBIE COBETHI IO He30macHo paboTe ¢ BJEeKTPOHHOHU IIOUTON:

1. Haymo BhIOpaTh MpaBWJIBHBIN IOYTOBBINA cepBHC. B MHTepHETE €CTh OTPOMHBIN BHIOOD
OecIIaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIE JIOBEPATH TEM, KOTO 3HAEIIh U KTO MEPBHIA
B PEUTHHTE,;

2. He ykaspiBall B JIMYHOU IOYTe JIMUHYI HHPopmanuio. Hampumep, Jydine BbIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » WIIN «POK2013» BMecTO «TeMal3»;

3. Mcnonp3yi IByXaTalmHyI0 aBTOPU3aIlNI0. ITO KOTJja IOMHMO IApOoJisi HY>KHO BBOJUTH KO/,
npuckLIaeMsiii o SMS;




4. Bpibepu CJIOKHBIA TapoJib. 1A KaKJOTO IIOYTOBOTO SINHKA JOJDKEH OBITH CBOU
Ha/Ie’KHBIN, YCTOMYUBBIU K B3JIOMY I1apOJib;

5. Eciu ecTh BO3MOXKHOCTH HANKUCATh CAMOMY CBOU JIMUHBIA BOMIPOC, UCHOJIB3YU ITY
BO3MOXKHOCTb;

6. Ucmonb3yll HECKOJIbKO TIOYTOBBIX SIIUKOB. I[lepBbIM /Jjii YAaCTHOM IIE€PENUCKU C
aZipecaTamu, KOTOPBIM ThI JIOBePsellb. DTO SJIEKTPOHHBIN aJipec He HaJ0 MCI0JIb30BaTh DU
perucrpanuy Ha GpopyMax u cauTax;

7. He oTKpbIBail aiyibl U pyTHe BJIOKEHUS B IMHCHbMAaXx JIaKe €CJIM OHU MPUIIIA OT TBOHX
npy3ei. Jlydille yTOUYHH y HUX, OTIIPABJISIIIA JIM OHH Tebe 3Tu daiiiibl;

8. [Tocsie okoHUaHUSA pabOTHI HA IOUTOBOM CEPBUCE Mepe], 3aKPhITHEM BKJIQJIKU C CAUTOM He
3a0y/1b HAXKATh HA « BRIATH».

KI/I6ep6yJ'IJ'II/IHI‘ WJIN BUPTyaJIbHOE U3A€BATEJILCTBO

KubepOysiiHT — TpecyieioBaHue COOOIEHUAMH, COAEPKAIIUMU OCKOPOJIEHHs, arPeCCHIo,
3allyTUBaHUE; XYJUTAHCTBO; COI[UAJIbHOE OOWKOTUPOBAHWE C IIOMOIIBIO Pa3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 60pLhE ¢ KNOEPOVILIMHIOM:

1. He Gpocaiics B 60ii. Jlyumuii croco6: MocoBEeTOBAThCSA KaK cebsl BECTH U, €CJIM HET TOTO, K
KOMY MOJKHO OOpaTUThCSA, TO BHAYaie YCIOKOUThCA. Ecau Thl HayHeNIb OTBEYaTh
OCKOPOJIEHUSAMH Ha OCKOPOJIEHHUS, TO TOJIBKO eIlle OOJIbIIe Pa30KIKelTb KOHDIIUKT;

2. YpaBJisi cBoel KuOeppemyTaryen;

3. AHOHUMHOCThP B CE€TH MHHMAasd. CYH_IGCTBYIOT CITIOCOOBI BBIACHUTDb, KTO CTOHT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTouT BecTu XysIUraHCKUN 00pa3 BUPTYaJIbHOH *KU3HU. VIHTepHET DUKCUPYeT Bce TBOU
JeCTBUS M COXPAaHsET UX. YZIaJIUTh UX Oy/leT KpaliHe 3aTPYyIHUTEIBbHO;

5. CobJtro/1ali CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyit emquHuUUHBbIA HeratuB. OJIHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JIyUIIle
UrHOpUPOBaTh. OOBIYHO arpeccusi IMpeKpaIaeTcs Ha Ha4aJIbHOU CTaINY;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIEHHUSIMH, B COIIHAJIBHBIX
CETAX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COODIIEHHH C OITpe/IeIEHHBIX aJ[PECOB;

8. Ecsiu ToI cBUieTe b KubepOysuinHTra. TBOU JeHCTBUSA: BHICTYIIUTh IPOTUB IIPECiIe/IoBaTe N,
II0Ka3aTh €My, YTO €ro JeNCTBUs OIeHUBAIOTCA HETaTHUBHO, IOJIJIEPXKATh >KEPTBY, KOTOPOU
HYy>KHa IICUX0JIOTHYeCKast IIOMOII[b, COOOIIHUTD B3POCJIBIM O (haKTe arpeCCUBHOTO MOBE/IEHUS B
CeTH.

MoOubHBIN TenedOoH

CoBpeMeHHbIe cMapT(HOHBI U IJIAHIIIETHI COAEPKAT B cebe BIOJIHE B3POCIbINA (PYHKITUOHA, U
Ternepb OHM MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KoMIIbloTepamMu. OIHAKO, CPEeJCTB
3aIUTHI /111 TIOJJOOHBIX YCTPOMCTB ITOKA OUeHb Masio. TecTUpOBaHUE U OUCK yS3BUMOCTEN B
HUX IPOUCXOAUT He TaK MHTeHCUBHO, Kak Ay IIK, To xe camoe kacaeTca U MOOUIBHBIX
MIPUJIOKEHUH.




CoBpeMeHHbIE MOOWJIbHBIE Opay3ephbl y»Ke IPAKTUUECKU JOTHAIM HACTOJIbHbIE aHAJIOTH,
OJIHAKO pacmupeHre (GYHKIMOHAJIA BJIeYeT 3a COOOU OOJIBIIYI0 CIIOKHOCTh U MEHBIIYIO
3alUIIEHHOCTb.

,Z[a)'[eKO He BCE IIPOU3BOAHTE/TIN BBIIIYCKAIOT O6HOBJI€HI/IH, 3aKpbIBAlOIIIUE€ KPUTHYECKHE
VA3BHUMOCTH JJId CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JI/id 6€30I1aCHOCTH MOOMJIBHOTO TestedoHa:

1. Huuero He sABJIseTCSA MO-HACTOAIIEMY OecIlaTHBIM. Byab OCTOpOKEH, Bellb Korja Tebe
Ipe/IaraT OecIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHEe-TO ILJIATHBIE YCIIYTH;

2. Jlyma#i, mpexzie ueMm otTupaButh SMS, ¢oTo wu Buzieo. Tl TOYHO 3HAEIID, T/I€ OHU OYAYT B
KOHEYHOM HTOTre?

3. HeoO6xoarMo 06HOBJIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;
4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJIBHBIX TeJ1e(hOHOB,;

5. He 3arpyxail mpuyo>KeHHsA OT HEWU3BECTHOTO HMCTOYHHUKA, Belb OHU MOTYT COJIEPKATh
BPEZIOHOCHOE IPOrPaMMHOe obecrieueHue;

6. Ilocse TOro Kak Thl BBIWJIEIIb C caliTa, I/ie BBOAWJ JUYHYIO HWH@OpMaIuio, 3ali/iui B
HACTpPOUKHU Opaysepa H yjiaiu cookies;

7. [lepuoguuecku IpoBepAX Kakue IJIaTHbIE YCJIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoil HOMep MOOWIBLHOTO TejiehOHA TOJIBKO JIIOJIsIM, KOTOPBIX ThI 3HAEIIb U KOMY
JIOBEpsIElIIb;

9. Bluetooth mosxeH OBITH BHIKJIIOUEH, KOTZIa ThI UM He MOJIb3yellbes. He 3a0biBaii mHOTIA
IIPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBAThIBAIOIIME pa3BJIEUEHUs,
00BEAUHSIONINE COTHH THICAY YEJIOBEK 110 BceMy MUPY. ITPOKH HCCIIEYIOT JAHHBIA UM MUP,
o0IIaroTCA APYT € APYroM, BBINOJHSAIOT 33/aHUsA, CPAXKAIOTCA ¢ MOHCTPAMHU W TOJYYaIOT
ONBIT. 3a YJOBOJIbCTBHE OHHU IUIATAT: MOKYMAIOT JIUCK, OIUIAYMBAIOT aOOHEMEHT WU
MIpUOOPETAIOT KaKHe-TO OIITUH.

Bce aTu cpejicTBa UAYT Ha MOJiepKaHUe U Pa3BUTHE UTPHI, a TaKKe Ha caMmy 0e3011acHOCTb:
COBEPIIIEHCTBYIOTCA CHCTEMBI ABTOPU3AIlMH, BBIMIYCKAIOTCSI HOBble maTyu (1dpOBBIE
3aIUIaTKU /111 IPOrPaMM ), 3aKPBIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUrpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOUX COIIEPHHKOB, CKOJIBKO KpaXXH TBOETO
ImapoJisd, Ha KOTOPOM OCHOBaHa CHMCTEMA aBTOPpU3alluH1 OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOEI'O UTPOBOI'0 AKKAYHTA:

1. Ecotu ipyro#t UTpoK BezeT cebst MI0X0 WM co3/AaeT Tebe HEMPUATHOCTH, 3a0JIOKUPYH €ro B
CITKICKE UTPOKOB;

2. IMoxkasnylica afMUHUCTPAaTOpaM HUTPBI HA IJIOXOe MOBeJieHNe 3TOT0 UTPOKA, KesaTeJIbHO
MPUJIOKUTh KaKHUe-TO JI0Ka3aTeJIbCTBA B BUle CKDUHOB;




3. He ykaspIBaii TnyHy0 nH(POPMAIHIO B Ipodaiiie Urpsl;
4. YBakall IpyTux y9aCTHUKOB I10 UTPE;

5. He ycranaBiimBay Heo(pUIIMaIbHbIE TATYH U MOJIbI;

6. Mcnosib3yii c105KHbBIE U Pa3HBIE TAPOJIH;

7. Jlaxke BO BpeMs HIPhl He CTOUT OTKJIIOYaTh aHTUBUpYyC. [loka ThI urpaelb, TBOU
KOMIIBIOTED MOTI'YT 3apPa3UTh.

QOUILIHT UIN KpaXa JIMYHbIX TaHHbIX

OOBIYHOM Kpaskell JieHer U JIOKYMEHTOB CETOHS YK€ HUKOTO He YAUBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJIOTUH 3JIOYMBIIIEHHUKA II€PEMECTHUINCh B HMHTEPHET, U IIPOJIOJI?KAIOT
3aHUMATHCA «JIIOOMMBIM» JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (DUIINUHT, TJIABHAS IIEJTh
KOTOPOTO COCTOUT B MOJIyYEHUH KOH(MUAEHIIUATHHBIX JIAHHBIX II0JIb30BaTENIed — JIOTHHOB U
naposiei. Ha anriuiickom si3pike phishing umraercsa kax ¢umuHr (ot fishing — preioHas
JIOBJIAA, password — ITapoJib).

OCHOBHBIE COBETHI 110 O0pLOE ¢ (DUIITUHTOM:

1. Cenm 3a cBouM akkayHTOM. Eciiu ThI TO103peBaeliib, YTO TBOS aHKeTa ObLIa B3JI0OMaHa, TO
HeoOX0IMMO 3a0JIOKMPOBATH €€ U COOOIIUTD a/IMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
CKOpee;

2. Mcnonp3yil Oe3omacHble BeO-CAaUThl, B TOM 4YHCJIe, HHTEPHET-MAara3uHOB U IOWCKOBBIX
CUCTEM;

3. Hcnonp3yil cioxHble U pas3Hble maposu. Takum obpas3oM, eciu TebGA B3JOMAIOT, TO
3JIOYMBIIIUIEHHUKH TTOJIyYaT AOCTYT TOJIBKO K OJTHOMY TBOEMY ITPO(]UIIIO B CETH, a HE KO BCEM;

4. Eciim Tebs B371IOMaTH, TO HEOOXOMMO TIPEAYIPEAUTHh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
I006aBJIeHBbI y TeOsI B APY3bsX, O TOM, YTO TeOs B3JIOMIH M, BO3MOXKHO, OT TBOETO MMEHU
OyZeT pacchlIaThCs ClaM U CChbUIKYM Ha (QUIIMHTOBBIE CAMTHI;

5. YcraHoBH HaJiexkHbIN 11apostb (PIN) Ha MOOMIBHBIN TetedOoH;
6. OTKJTIOUH COXpaHEeHHe MapoJis B Opaysepe;

7. He oTkpbiBail ¢daiiibl U Apyrue BIOKEHUS B MUChbMaX /IaXKe ecjIM OHU IPUIILUIM OT TBOUX
npy3eil. Jlydiile yTOUYHH y HUX, OTIIPABJISAJIN JIM OHU Tebe 3TU (paliiibl.

[Hudposas pemnyranus

[MudpoBas pemyranus - 3TO HeraTHWBHas WM NMO3UTHBHAasA WH@opMamus B ceTu O Tebe.
Komnpomerupyromniasa nadopmanus pa3MellieHHas B UHTEPHETe MOXKeT cePhe3HBIM 00pa3oM
OTpa3uTbcA Ha TBOeW peasbHOU ku3HU. «l[udpoBasd pemyranus» - 5TO TBOM UMUK,
KOTOPBIX popmupyeTcs n3 nHOpManuu o Tebe B UHTEPHETE.

TBoe MecTO XUTeIbCTBA, YueObl, TBOe (PUHAHCOBOE IOJIOXKEHNEe, 0COOEHHOCTU XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 5TO HAKAIJIUBAETCA B CETU.




MHorue IIOAPOCTKH JIETKOMBICJIEHHO OTHOCATCA K HY6JII/IKaIII/II/I JIMIHOM HH(bOpMaHHH B
I/IHTepHeTe, HE€ IIOHHMasd BO3MOZKHBIX HOC)Ie,IICTBPlﬁ. Tel fake He CMOXKeIb JOTaZlaThCAd O
TOM, 4TO (I)OTOI‘pa(I)I/IH, pa3MelleHHadA 5 JIeT Ha3a/[, CTajia HpPI‘-IHHOﬁ OTKa3a IIPUHATDb TeOs Ha

pabory.

KommenTapuu, pazmelenue TBoux dortorpaduil U Apyrue AeHCTBUSA MOTYT HE UCUE3HYThb
JlaXke TI0CJIe TOrO, KaK Thl UX yAaiuilb. Thl He 3Haellb, KTO COXPAaHWI 3Ty HH(OpMAIUIO,
IoIasa Jii OHA B IIOMCKOBBIE CUCTEMBI U COXpPaHWJIACh JIU OHA, a IVIABHOE: YTO IOyMAIoT O
Tebe OKpy:Kalolllee JIIOAU, KOTOpble HAWIyT U YBUAAT 5T0. Haiitu uHopMaInuio MHOTO JieT
CITyCTS CMOXKeT JII000M - KaK U3 JI0OPHIX MOOYK/IeHNH, TaK U C HAMePEHUEM IPUYUHUTH BPEI.
OTO MOXKET OBITH KTO YTOHO.

OCHOBHBIE COBETBHI I10 3aIUTe [MMUMPOBON PEOVTAIINN:

1. Ilomymaii, mpexkzie 4yeM 4YTO-TO IIyOJIMKOBaTh M IiepefaBaTh y cebst B OJyiore Wim B
COIIMAJIBHOM CETH;

2. B Hacrpoiikax mpoduyiA yCTAaHOBU OTPAHUYEHUS HAa MPOCMOTP TBOEro NMpoduiasd U ero
COJZIEP’KUMOTO, CZieJIall eT0 TOJIBKO «JJIf APYy3ei»;

3. He pasmemaii u He ykazbiBall HHQOPMAIIHIO, KOTOPAs MOKET KOTO-JIH00 OCKOPOJIATh MJIH
00MKaTh.

ABTOpCKOE€ IIpaBo

CoBpeMeHHBbIe IIKOJBbHUKH- AKTHUBHBIE I10JIb30BaTeIN LU(PPOBOro mpocrpaHcTBa. OpHAKO
JlaJIeKO He Bce 3HAKT, YTO II0JIb30BaHHE MHOTHMMHU BO3MOXKHOCTAMH IM(GPOBOrO MHpPaA
TpebyeT coOTI0IEHNs TPaB Ha NHTEJUIEKTYATbHYIO0 COOCTBEHHOCT.

TepMUH «UHTEJUIEKTyaJIbHasA COOCTBEHHOCTb» OTHOCUTCA K PA3JIMYHBIM TBODEHUAM
YeJIOBEYECKOTO YyMa, HA4YWHAsA C HOBBIX H300peTeHHH ¥ 3HAKOB, O0O3HAYAIOIIUX
COOCTBEHHOCTh Ha WPOAYKTHI W VYCJIYTHM , U 3aKaHYMBasg KHUTaMH, ¢dororpadpusamu,
KUHODMIBMaMU U My3bIKQJIbHBIMU IPOU3BENEHUAMU.

ABTOpCKHE mpaBa - 3TO IIpaBa HA WHTEJUIEKTYaJbHYIO COOCTBEHHOCTh HA IMPOU3BEIEHUS
HAYKH, JJUTEepaTypbl U UCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAIOT B KauyeCTBEe TapAHTHU TOTO,
YTO WHTEJUIEKTYaJIbHBIM/TBOPUECKUN TpYyJT aBTOpa He OyAeT HampacHbIM, [acT eMy
CIpaBeZ/IUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTaX CBOEro TPYAQ, IOJIYYUTh
M3BECTHOCTh U NpusHaHue. HukTo 6e3 pa3pelieHusa aBTopa He MOXKeT BOCIPOU3BOJUTH €T0
IIPOM3Be/IeHNE, PACIIPOCTPAHATD, ITyOJIMIHO AEMOHCTPUPOBATh, MIPOJAaBaTh, UMIIOPTUPOBATH,
IIyCKaTh B IIPOKAT, IyOJIMYHO UCIOJHATH, IOKA3bIBaTh/UCIIOJHATH B 3¢Upe WIN pa3MelaTh
B lIHTepHere.

Vcnosip30BaHue «IMHUPATCKOTO» MPOTrPAaMMHOTO O0ecrieueHus MOKET MPUBECTHU K MHOTHUM
pUCKaM: OT MOTEPH JIAHHBIX K TBOUM aKKayHTaM J0 OJIOKUPOBKU TBOEro YCTPOWCTBa, T7e
YCTAHOBJIEHHBIN He JieraJibHas mporpaMma. He cTowT Takke 3a0bIBaTh, UTO CYIIECTBYET
JierasibHbIe U OecIIaTHBIE IPOIPaMMbl, KOTOPble MOXKHO HAWTU B CETU.

O nmopraie

CereBuvoK.pd - TBOU IVIaBHBIM COBETYUK B CETHU. 37leCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH TIOHATHBIM H JIOCTYIIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHUHU
KPUTHUYECKON CUTyaIliu OOpaTUTHCA 3a COBETOM. A Tak:Ke IPUHATH YUacTHe B KOHKypcax U
CTaTh CaMbIM U(PPOBBIM IPAKAAHUHOM!




Jannas ungopmayus ézama u3 Iucoma Munobpuayku Poccuu om 14.05.20182. Ne 081184




